4/13/21

CyRadar%

An toan théng tin tai Doanh nghiép SME
Thach thirc va Giai phap

Nguyén Minh Btrc — Founder & CEO of CyRadar
2021

Khao sat vé van dé ATTT déi véi SME CyRadar)

Survey
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Khao sat vé an toan théng tin déi véi SMB CyRadar)
KHAO SAT 200 SME
vini g e

200 SMEs

45% CEO
55% IT Manager

6% Tai chinh

San xuat
11%

Xay dung Céng nghé
8% 15%

Thudng mai
36%

Khao sat v& an toan théng tin dbi voi SME CyRadar

Top 5 lo lang cua SME vé van dé ATTT

Chi phi dat d6 - Tinh hiéu qua cua dau tu

Van hanh hé théng phiic tap

Thiéu hut nhan su

Ma ddc téng tién - Pha huy dir liéu

RO ri dif liéu quan trong
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Khao sat vé an toan théng tin déi véi SME CyRadar)

Chi phi hgp ly
Van hanh don gian
Kiém soat dugc ro ri dir liéu

Quan ly dugc chinh sach internet

.
D

Giam thi€u nhan sy van hanh

Ky vong khi dau tu ATTT cua SMB

Khao sat v& an toan théng tin dbi voi SME CyRadar

Hién trang hé thong ATTT

Chua c6 cong cu quan ly dugc tinh hinh ATTT

e estvnprong -
ngoai van phong

Chua bao vé dugc hé théng cé nhiéu chi nhanh

Chua hai long vé hé théng ATTT hién tai
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Thach thire CyRadar

Cyber Security Challenges

Damage CyRadar
2015 2017 2018 2019
o 2 3 o
$325 Million $5 Billion $8 Billion $11.5 Billion

ASIA MAP EUROPE MAP

NORTH AMERICA MAP

Cybersecurity Ventures Report
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Challenges

CyRadar)

CYBERTHREAT REAL-TIME MAP €&

STATISTICS  DATA SOU BUZZ  WIDGET

VIETNAM

# 5 MOST-ATTACKED COUNTRY

Hore details

Share data

kaspersky

CyRada%

[\ Wana Decryptor 2.0

Payment will be raised on

5152017 155808

Time Left
c

Your files will be lost on
5/19/2017 15:58:08

Time Left

it files are encrypted.
our docum
because th

Can | Recover My
Sure. We guarantee that yor
> enough time.

Send $300 worth of bitcoin to this address:

PR | 115p7UMMngoj1pMvkpHijcRAfINXJ6LrLn

Payment will be raised on

511812017 10:25:18

Time Left

Your files will be lost on
512212017 10:25:18

Time Left

Contact Us

WannaCry

Ooops, your files have been encrypted!
Chuyén gi Pa xay ra véi Mdy tinh cta t6i?

Cic tép tin quan trong cia ban dwoc ma héa.

Nhidu tai liu, anh, video, co s& di lidu va cic tép khic ciia ban khéng con cé thé truy

cap vi chiing di duwoc ma héa. C6 thé ban dang ban tim cach khéi phuc tép clia minh,

nhung dimg phi thoi gian. Knng ai c6 thé phuc hoi cic tap tin clia ban ma khong c6 dich

vu giai ma cia chiing toi.

Tdi c6 thé Khdi phuc cdc tép clia t4i?

Chéc chén roi. Chiing téi dam bao ring ban c6 thé khoi phuc lai tit ca cic tép tin mot
cich an toan va dé dang. Nhumg ban khong o di thoi gian.

[Ban c6 thé giai ma mot s6 tép clia ban mién phi. Hay thir ngay bing cich nhip vao
<Decrypt>.

[Nhung néu ban muGn gidi ma tit ca cac tép tin, ban can phai tré tign.

Ban chi c6 3 ngay dé giri thanh toan. Sau do gia sé tang lén gip ddi

[Ngoai ra, néu ban khong tra tién trong 7 ngay, ban & khéng thé phuc hdi cic tép ciia ban
mai mi.

Chiing ti sé c6 cic s kién mién phi cho ngudi ding qui nghéo ma ho khéng thé tra
trong 6 thing.

Lam thé nao dé tdi tra tién?

Thanh toin chi dworc chip nhan trong Bitcoin. D& biét thém thong tin, hiy nhip vao

<About bitcoin>.

Send $300 worth of bitcoin to this addres:

bitcoin

Py | 13AM4VW2dhxYgXeQepoHkHSQuyENgaEb94

Check Payment

10
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Phishing

CyRadaﬁ

Publc Securty
<1 Goi trong Cong an Nhan dan Viet Narm
Vitnam People’s Public Secuty <majunggl@adsesco> &

© Reply | Forward | @

Chao mimg ban dén véi Cong dan Nhan Viet Nam!

Ban phai b4 c40 cho tda nha chinh clia Canh sat Viet Nam tai thanh phé Ha N6 vao ngay 13 thang 3, lic 3:00 chiéy
lieu khac chimg minh danh tinh ciia ban. Bong tho, toi thong bao cho ban ring de tham gia vao cudc didu tra, ban cd

bao ve hoac ndp don vao tram cho médt luat su mién phi. yéu ciu su tham gia ciia luat sur, ban phai thong béo truéc
cach khac. Chi tiét lién lac cdia ching toi, ciing nhur mét img dung mau duoc dinh kém trong thu nay.

6 doanh nghiep clia ban: #5382 17 820
Dat ngay xuét hien tai don canh sat 2019-03-13

Xin vui 1ng doc ho 5o vu an mdt cach can thanl Ching toi dinh kém kho I tru voi tat ca cac tai lieu cin thiét cho bil

Archive | Junk | Delete | More
4:46 CH, 1303/

GANDCRAB V5.0.4 ===~

UNDER NO 00 NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS RECOVERED®

*FAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE DECRYPTION ERRORS®****
lattention!
la11 your files, docusents, photos, databases and other important files are encrypted and have the extension: .GTELNIVKYF

[The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can recover your files.

[The server with your key is in a closed network TOR. You can get there by the following ways:

| @. Download Tor browser - https://www.torproject.org/

. Install Tor browser

[Bia chi 44 Yét Ki? - Ho? Kiém - H? N6i. Website:

. Open Tor Browser

1 attachment: Documents.rar

|2
|2
| 3. Open link in TOR browser: http://g:
| 4. Follow the i ions on this page

lon our page you will see instructions on paysent and get the opportunity to decrypt 1 file for free.

larTenTION!

IN ORDER TO PREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES

GandCrab
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An cép di liéu

CyRada

€3 C O xnungbiomis| s .

gy @ 1 Ursmsnte. (D Gl

Cap nhat

chrome

Bidu khoan dich vy cda Google Chrome

i s
Chvame e vin i i 0 i o Chp prep v mém ngu i
Fip o0 Gone comMAEOTUIerTS M.

1,81 quan 1 s yn v Google

i ordn i s oenw
it s g

W (o quddl VO W (R8N Thaoh . & 4

Cap nhat

D ch windows

@ chrome

am sasic

Diéu khoan dich vu ctia Google Chrome

i o google comitievomumters

1.Méi quan b cia ban v61 Google

11 e s e, g i, i s Dich

Phién bin déin

hiéu thim

==

Computer 1

Computer 2

12
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CyRadar%
Cyber Security Problems
13
Problems CyRadar
Cost
86% SMB pay for security < 10% total cost - EiQ Network survey
()] Targeted
g 58% victims are SMB - Ponemon Institute research
m
Internet
88% malware (ransomware, spyware, ...) spread by email — Symantec report
Deployment difficulty
Traditional solution require complicated deployment, expensive operation, ...
14
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Xu hwéng CyRadar)

82% Users bypassing VPN 70% Branch offices going direct-to-net

Cloud Security Gateway

Solution
!
| |
70-90% Malware unique per organization 86% IT Staff lack of security
skills
Source: Cisco Insights 2017
15
Giai phap CyRadar)

Cloud Secure Gateway
CyRadar Internet Shield Cloud

16
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Xu hwéng CyRadar)

Block the malicious Protect the good

17

Differences CyRadar)

Cost

Cloud reduce 30-50% cost

Deployment

Easy to deploy as a cloud service

Operation

Cloud don’t require expert, easy to use

TVNOLLIAVil

Infrastructure

Take advantage of the Cloud infrastructure

18
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CyRadar Internet Shield

CyRadar%

* San pham xuat sac nam 2020
+ Top 3 san phéan xuét sic nhat Viet Solutions 2020

+ Dong hanh cling SMEdx - Chuang trinh hd trg DN Vira va Nho
Chuyén ddi s

' BizFly’ @ ©. GIGA
B weay s

Stingee3 M cynadar

LE CONG BG CHUGNG TRINH HO TRG.
DOANH NGHIEP NHO VA VUA CHUYEN D01 56

19
Tai sao lai la CyRadar Internet Shield? CyRadar)
5 tin nay hot qus, kiém dugc 1ddng User Secure DNS Intelligent Proxy Firewall Malicious website
s o ZZTS
= O @
2) - —
——\ 2 -
What is face-book-apps.usite.pro
£ Blocked
210.x.y.z S
cmmm— I
'd like to connect to http://face-bookfapps.usite.pro/confirm-page-him! ¢Sy o
Connect to http://face-book-
——>| apps.usite.pro/confirm-
page.html
Block malware e —
L B Y [
@
Anti-virus Added Added
Layer Security Layer Security
Domain URL P Malware Predictive Analytics 3;::1:?31 Cross-platform SaaS
CyRadar Internet Shield \ v v v v v v v
Anti-virus v v v v v X X X
Firewall v v v X X X v X
20
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Giai phap CyRadar)
Normal Flow [
F——% %
] — >
F—— % —
L1 |
F—%
CyRadar Internet Shield Flow
E AR |—> Malicious ?
] F——\ —
F——\
Machine Learning
Big Data Analytics
21
Benefits CyRadar)
Full SSL Inspection
Analyze and inspect every incoming and outgoing
. connections, even including SSL traffic
Any Locations
Protect remote employees and branch offices, no
matter where they are .
) Intelligence
— Predict new attack and detect abnormal behavior
Cross Platform
Protect employees using any platform including
Windows, Linux, MacOS, ... @ Millions Threat Feeds
CyRadar Intelligent Platform
- VirusTotal
Scalability i rustowa
Scale cloud system automatically )
22

11
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Tinh nang

CyRadar%

E

289 6.19K

AVAL |

Eﬂﬁﬂﬂﬂﬂﬂﬁﬂi

Proey Categores al Prosy Makious Categories

Anti-Malware

Ransomware

C&C Server

. Coin miner
Anti-Phishing

Stealing Credential

Information

Stealing Online Payment

Information

1 Clients

Advanced Threat Prevention

Advanced Sandbox
Inline Content Inspection
Abnormal behavior
User control
Application Control
Internet Access Policy

. User Behavior Analysis

23

Dé sang s dung

CyRadar)

CyRadar)

Chao mirng ban str dung CyRadar Internet
Shield
Chao HaiDT,

Tai khoan clia ban d3 duoc dang ki 1am tai khoan sir dung clia dich vu CyRadar
Internet Shield Cloud.
Tén dang nhap str dung: @gmail.com

Ban hay thiét I3p mét khdu Gé truy cap intemet

Tai xubng va kich hoat phan mém CyRadar Internet Shield Agent dé thiét 1ap cau
hinh tai may ca nhan

Néu ban gap bat ky kho khan nao trong viéc si¥ dung ban ding thir ciia minh, vui
1ong lién hé véi contact@cyradar.com ciia CyRadar.

Camon,

Cong ty Co phan An toan thong tin CyRadar

CyRadar Internet Shield Agent
© civimieu
e Web Proxy

o Bdo Vé TLS/SSL

o Kich Hoat

X Tiéng Viét -

Hiy Kich Hoat

CyRadar Internet Shield Agent

Cam on ban dé si¥ dung phan mém CyRadar Intemet Shield Agent.
M&i ban b4dm vao nit "Kich Hoat" d& bt diu qua trinh cai dat

24
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Authentication CyRadar)

= O X
@ Internet Shield Authentication X = 4

& Cc @ auth.cyradar.com/?url=https%3A%252F%
Y p:

.24h.com.vn%3A443%252F#/ w :

Authentication

Username

Username G Log in with Google

Password =. Log in with Microsoft
Password

Reset Password

Internet Shield

25

£ Nhin Thubng FACEBOOK 2019 X +

€

Blocked Page CyRadar)

C  © Notsecure | traogiai8évn.com

Mot Honda SH 150i tri gia 102.000.000 VND

Mot phié a tang trj gia 200.000.000 VND P S x
otphicuquatang o traogiai86vn.com da bj chan.

Tén mién nay khong duoc phép truy cap vi:
THONG TIN LIEN HE CUA QUY KHACH

Vui 16ng cap nhit thong tin ddy i dé nhan thudng! ‘malicious: phishing
Thong Tin Knang Co Vui Léng Bién "knong c6"t

Vui Long Nndp Chinh Xac Thong Tin C4 Nhan D& Hop Lé Ho

Hay lién hé voi quan tri hé thong dé biét thém chi tiét

Pr——— CyRadar)

G Tion

6 Chirmg Minh N D

S5 T8 Knodn Ngin Hing

26
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Blocked Page

CyRadal%

Lazada "Payment Advice Issued" imbox x

Lazada me yig orbit. info
tome '~

Dear Duc,

Your payment advice is Pwod at the request of our customer.
The advice is for your reference only.

Please download your payment advice here

Your faithfully,

Lazada Team.

This is an auto-generated email, | Arcabit

Any replies to this email will be di.
Avast

AVG

Avira (no cloud)
AVware

Baidu
BitDefender
Bkav

CAT-QuickHeal

The file is blocked

led01ebfbc9ebSbbea545af4d01bf5f1071661840480439c6eS
babe8e080e41aa is blocked.

The above file is not allowed on this network because of potential
security risks.

Please visit Virus Total for more details.

Trojan. Generic.D4D2D44
Win32:WanaCry-A [Tr]
FileCryptorOYP
TR/AD.RansomHeur.aexdn
Trojan. Win32.Generic!BT
Win32. Trojan. WannaCry.c
Trojan.GenericKD.5057860
W32 RansomwareTBE. Trojan

Ransom.WannaCrypt A4

20170530

20170530

20170530

20170530

20170530

20170527

20170530

20170530

20170530

E&Nﬁgdaﬁ\\

27

Daily Report

CyRadar)

CyRadar 31/07/2019 - 08/08/2019

Két nél doc hal Vi pham chinh séch Két néi internet
o 4 3153

Céc mdi de doa
Khéng c6 ngubi diung bj 14y nhiém ma doc

Vi pham chinh sach
Top 10 ngudi ding vi pham chinh sach

Nguoi dung 56 lugng
hung 2
12316 2

Tinh trang st dung internet

Top 10 tén mién dugc truy chp

Tén mién 56 lugng
adil.Jadmicrol.Jvn 597
coccoc[.Jcom 391
tratul.Jcoviet(.lvn 188
weworkl.Jbase.Jvn 161
www[.]youtube[.Jcom 105
vnexpress|.Jnet 99
ds|.Jpolyad(.Jnet 97
news(.Jzing[.]vn 7
www[.Jphucanhl.lva 70
sohal.lvn 69

28
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Dashboard

CyRadaﬁ

e e D AT x
€ 5 C 0 ©syamdmamisestine rx D60 € C 0 Opomomcons reDao
Real-time Monitoring ducom - CyRadar Real-time Monitoring Lol
% pesime
Prosy Theats Chart al & . - . | -
A -
57/10/3.66K R s
o o .
Proy Categories d | proy Mt ategres al
O ) O )
CyRadaP ions | Proxy Users CyRadar) Configurations / General Configuration
a R
- General Configurations *
- A o 0
R . p— O e - -
== Tt .
[ R——
= = R
= e
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Internet Usage Insights

Top DNS Requests

i Clients
®g1.logging.admicro.vn @ img.docbao.vn
nexpress. vnecdn.net

nemo.vn ]
@ dantricdn.com @ vecopan

@ s.vnecdn.net

@ medial.admicro.vn
googleads.g doubleclick net

@ services.adblox.net

Top Web Requests.

2

B googleads g doubleclick net @ docbaovn

vnexpress.net 8 googleadsd.g.doubleclick net
@ redirector.gvti.com @ healthvinform.com

@ cm.g.doubleclick net

@kenh14vn
www.google-analytics.com

@ www.mgid.com

30
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Mién phi dung thir 3 thang CyRadar)

A

CyRadaP '@

F'E_'I

Thank you for your attention!

More questions about CyRadar Internet Shield?

Email: contact@cyradar.com
Web: https://cyradar.com/products/internet-shield/vi/

CyRadaﬁ

32
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